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Abstract

This article aims to study the characteristics of threats emerging from social media and their
resulting impacts and propose strategies for prevention and resolution by integrating knowledge from
behavioral science and digital technology. The research methodology involves document analysis,
textbooks, news, academic articles, and the author’s own synthesis. The study seeks to identify risk
factors, the effects, and current trends of social media usage, particularly the direct and indirect
implications for regular users in today’s digital age. Social media has become a significant part of daily life,
enabling communication, access to information, entertainment, and business opportunities. However, it
also leads to negative psychological and social consequences that often manifest subtly, particularly
among children and youth who may encounter cyber threats like online harassment or bullying. These
threats are increasingly common in everyday life and demand continuous awareness and understanding.
The findings of this study aim to raise public awareness of current online threats, empowering individuals
to protect themselves in the borderless digital world. It also emphasizes the importance of safeguarding
personal assets and enhancing the quality of life, ultimately contributing to the global good. The study
underscores the need to strengthen human capacity to recognize, understand, and cope with diverse
forms of online threats. It also advocates for preparedness at the policy, organizational, and individual

levels to mitigate future impacts.

Keywords: Cyber Threats, Social Media, Prevention Strategies
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aa o

il
3527.1TM Bslsimsunsunanuazisufoaluseiuuuned szyin anuamnsalunsidunaidesddvaduenug
fuguRsunmstimeluladuaznississdinlulandavia Tasneedisiddugataguiivsznaudulmgifivle
vy (Smart phone) uazdodsauoauladug Jelanudsslunsldnumaluladlunsiian wu nsld
susnniuly (Technology Addiction) msnduundslulanlaiues uaznsviavinuzlunisegsamdugduludany

o [ (9 S 1 [ ¥ 14 !
Anudndulunmsiauyinuemanaluladaansauvseendu 8 fu laun
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M19199 1 Msimvinvemanalulad (@awau A, 2567)

a6y Wadanan GYLETRE!
1 Digital Citizen nsfunaulosddviafisinanin Aenislirnuiiisatunisiidinululanidsiauazms
Identity UftRmuetramnzawilulanesulavuasludingis

2 Screen Time nsmuaunslfaugUnsaimaluladlimnzauuas fuszansam sudannslide
Management poulateg95uRnveu

3 Cyberbullying msfuiletulgmnsndusnddulanleuesesadivssdnsam
Management

4 Cybersecurity nsdlauazquanudasnivvesdeyalulanluiues wu maaissiminuindaunss
Management

5 Privacy Management anuinlalusesnududauds (Privacy) sesnuiesnazdu saufisnisldiniesile

Aavialun1sdanIsToyad L

6 Critical Thinking ~ n1swannauasnsalunisda sz wasuenuezteyaludessulavinduteya
Wwitevasy ANIATIvABULVAITIN YR TRya

7 Digital Footprints  msnsznindsdsfiseunsuulandavia SsenagnAunuuazdsranssnusedinlulanae
frudsiesuimsdanistnululanfivadennuiuinvey

8 Digital Empathy nsuamsanuivendivlaludeseuladiieadvanud lawasanuduiusfialulan
Advia

nagmsil 3 nagnsmstiesiufeanamaindedsnuesulat! (SAFE CARE MODAL) msilaafussanauain
dedanuooular] Faduluamiiinainnisuszenduunaninag Tagazuvamsiesiufuandodsnuesulatiosndu
2 dauvdn auewTtateuinme seiadameg wasndainmg 1

1. SAFE Inendumstlestusvanauandedseussulail (Prevention)

S - Secure Systems tJuszuvasnnulasnsedadasaing Inadusyuusnwanulasasie wu ns#a
saruiidany nslisruutiostulata madsrmanududuiluumanesuesulay tietdestunmsgnudnviede
yasalva

A - Alert Awareness a31eanunsgntinideds lnensasanudilRlvgldnuiviviudeanan wu 390
dunndsdvasnans vionsFintdnivaey Wislsianunsasuiieviondnideslsviuna

F - Filter Threats nslfia3osfiondoitnisnsesds wu leandurinsosdiuanasnans n1sdaAInis
weaiulnadludodsnu madondnmumaviounastoyaiiindede

E - Educate Regularly fimslvinnuiuasvinuzasinausluSesieluuosodiseiiles wu msdaeusu de
Uszandaitus videunGouseulat euiuvinueliiflinuedianelulanseulatifiudsuilamananan

2. CARE flsvuun1staewndetismida mmﬁﬂﬁa@ﬂmmmﬁaﬁmmaﬂaﬂlﬁwﬁu (Support & Recovery)

C - Connect with Support Weusawadetiedieide ﬁiwuLﬂ'%@szhaﬁmmmlﬁmiaﬁ’uaumﬁaLﬁmﬁa

W NMsAnsienilsnuiguaseivlues viieaudvismiamieeoulal

74



m

P
119695 U LA AUANARSULAZN1TTANTTRIAN
17 7 atfufl 2 (nangAN-FuanAN) 2568
Received: 09/05/2025, Revised: 06/07/2025, Accepted: 11/07/2025

A - Assist Victims Promptly $1emdeglesunansenusiuii msliaudiemaestissinisundiildsu
NANTENU WU MTdnTrdgnusn mmusﬂﬁLmeﬁuuw‘jmmﬂaamﬁ’w’%amﬂﬁﬁm?ﬂmmﬁﬂa

R - Respond to Incidents Aouauasiamansal sidunsinnismgnsaififintuetnediszavsam wu
nssenulydvasy msaudeyaiweunslnglailéiueyann vionsduduaimangmneniudu

E - Evaluate msvszidiunasfinsamansznuiiorafiatuainmslidedsnuesulatetiae ielvingld

NuiluszansnnasUasnne

szuumstasiuisanaiu

with Support L%awiam?mha-
ictims Promptly ‘zhamﬁagﬁflé’%’uwe-

d to Incidents mauauawiamm.

awd 3 wanaluenideaiunistesiudeaneuandedinuseulat (fud A3ssaug, 2567)

te NISUSTLHULAENAITA

Fennnagnsnsiuiletiymandedsausoulatii 3 nagydd Iiautuannsfnuiiaseidaaei
Mndeyadaenans FeUszneuseounastoyanainvats wu sidemeadnns unanusufauuAnmadnine
walulad wasnsfnulugaidvia laglduuimeansiiesziuuudunsigsiuwifna (Conceptual Synthesis) veq
HiTeu elildundaanagnsiiannsanevaussioanunsaismasisldegaumnzay uazldiinsndunses T
finsanvisinudmguiaranudululdiBa iR welfansaussgndldldsiduniundnilne Tasamslungy

Usernauiia by wnvy wasyaainsiinettesiuanudaendenialuiues
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Jorauauus
1. w@suasiensfndisining (Critical Thinking) Kld@ediaNAITHNNITAIAININ TATIEN LagnTIvd0Y

JUANDURYSUS DWAAIAUAALIY LTI TUNITNELNITOUALND LaZAITHDANTREIBAITNANUAALAUN LANATS

U U

nsliafuazamnuiuinveulunisdeansaztnsanaudauds uavdusiudedinuooulaviiifinann

2. Srfanaldauegnsfiad iequamnouazlaiidnisimuanaldnudedauegdive ioan
NansEMUieguAMelaydnla nanidesnsldnunouusy uarduaufanssusewlay wieslnadligivinviunsly
a1y ielinndumievesdedsnuooulan

3. [ vegnadnassAuariiviosssu mslidoseulavifiomeunsdsiy uarassianssuiiodsnu g
FnilsfanTossan isnandgu llasidianaau uardeasedneiuiinveu ieassdsnuseulafidlauasionaiu

4. 1A3gAIsAMUANANg RS Digital Literacy ag1aiduty uagiinsiiudlenuvemateniadiu laedl
AN 15958Y AuATLarUNATeY Wsnidldius

dyunaunasdaiauaauleuiy

foanaunndedsaueoulaifinaduilymiidmansenusonnusiundunnszdu dausseduraluaud
sefuyana warfuunlduniauguusennduies q iesndedaussuladldidnundunuimddylu
FinUszdriuvesfrunazesdnssineg wiaziderlunissnnemnuazmn uifudslusesunsouasanuidss n1s
fufleffusimanisndudosodonsiaudnsnmussyudliannsoivy dila wesuiiedunmsnn aumsde
Ssrweoularluguuuusine Ideraviiiu Tnefesdiniawdsummmoniidlussduulouns ssng wastlannyana
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